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Abstract not available for JP 2002538536 (T) 
Abstract of corresponding document: WO 0051286 (A1) 
A digital file management and imaging system 
records additional independent data with each 
stored image (200) including a true date gleaned 
from a secure clock (202) not settable by a user, a 
number derived from a cyclic redundancy code 
(CRC) algorithm for the image data (210) and the 
true date (212). This additional data is recorded 
within each digital file as soon as possible after the 
file is acquired. If the file is altered in any way after 
the recording of the additional data, recalculation of 
the image CRC on the altered file will not match the 
original image CRC recorded within it. Thus, the fact 
that it has been altered can be detected. Likewise, if 
the true date is altered in any way, recalculation of 
the date CRC will similarly reveal this fact. 
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Sample C-h- Source Cod " to Calculate CRC-32 



long CRCTabfcn = 
i 

(ixOOOOOOOOL, 

0XO76DC4I9L, 

0xOEDB8832L. 

0XO9B64C2B)-, 

0xlDB7!064f„ 

0xtA£>Al>47DL, 

Gxt36C9856L. 

0x1401 SC4FL, 

0x3B6E20CSL, 

0x3C(tSE4DlL, 

0x35B5A8F/\L, 

0x32D8<SCE3L, 

0x26D93OACL, 

0x21B4F4B5L 

0x28O2B89EJU 

0x2FGF7C87L, 

0x76DC4190L, 
OxTlBlSSS^L, 
Ox7S07C9A2L. 
0x7F6AODBBL, 
0.x6B6B5IF4L, 
0x6C0695EDL, 
0*65BOD9C6f-, 
0X62DD1DOFL, 



0x?7073O96L, 

0x706AF48FU 

0x79DCB$A4L., 

0x7EB57CBDL> 

0x6AB02(iF2L, 

Gx<«DDDE4EB L, 

0x646BASC0L, 

(»x<S3066CD9L, 

0x4C69105EL, 

0x4B04D44?L, 

0x42B2986CL, 

0X45DF5C7SL, 

0x51DE003AL, 

0x56B3C42JL, 

Gx5F058808L, 

0x586840 1L, 

Ox01DB7106L, 
0x06B6B5iFL, 
OxOFOOF934L, 
Ux086D3D2DL. 
0xlC6C6K>2L, 
QxlBOlASTBL, 
0xl2B7E950L, 
0xl5DA2D49L, 



Ox0EE0E612CL, 

OxOE963A53SL, 

0x0E0D5E9l£L, 

0X0E7B82DO7L, 

OxOF3B97148L t 

(1X0F4B4B551L, 

0x0FD62F97AL t 

0x0FA0F3D63L, 

OxODS6041E4L, 

OxOD20D85FDL, 

0xODBBBC9D6L, 

fixODCD60DCFL, 

0xOC8D75L8OL. 

0xOCFBA9599L, 

0xOC6ttCD9B2L, 

0x0Cl6)lDABL, 



0x99095 1BA1, 

0x9E<S495A3L, 

0x97D2D9S8L. 

0x90BF!D9)L, 

0x84BE4!DEL. 

0xS3D385C7L. 

0XRA65C9EC1, 

Qx8D0SODF5L 

Gx0A2677l72L. 

0x0A5OAB36BL, 

OxOACBCF940L, 

0x0ABD13D59L, 

Ox9BFD06l)6L, 

OxOB8BDA50FL> 

OxOB10BE924L, 

OxOB6662l>3DL. 



OxOEFD5102AL, 
0x9F3FE4A5L. 0x0ESB8D433L. 
Ox9G09A88EL. 0xOE!OE9813L, 
0x91646C97L. OxOEGfciSCQIL, 
0X856530DSL, 0x0F262O04EL. 
0xS208F4C1L 0xOFS0FC457L, 



0x8CJ»?CF3L. OxOFBD44C65L ( 
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0x43«>E%AL, 
0x440420731., 
0x5O05?13CL. 
0x576£B:>2$l.. 
0xSF.DEF9C.'EL, 
Ox.WH33J.M71., 

OxO£DBSi*320L r 
C«xOEADS-4739L, 
0x0E3WWH2L. 
OxOEaOECFOBL, 
OxOFOOF03441.. 
O*0F?62S7JflL 
OxOFED41B7<iL, 
U)cW9tif)r)F«iFl, 



0x34o£E»FCL. 
0x33f)3lD£5L 
0x270241 AAL, 
rtx200fS5Bit, 
0X29D9CS9SL. 
GX2EB4GD3IL, 

Oz9ASFS3!3liL. 
Ox9DD277AFL, 
«x!»4&4.MJ!f«L 
ex93D9FF«Di, 
(kS708A3D2l, 

0<i»i»32B£OL, 
0x$F.BFTiFF9i., 
OxCAlX>1!>3?fcL, 
0x0A6BCJ767L. 
OxOATOAllMCL, 
OxOASKWWJL. 
OxOBCfifiS3IAL, 
Ox(5BB&B47i>3U 



OxOA3BO3074l, 
lilrf)A40IC46t)L. 
©xOAD678S4«U 
0xOAA<!A4C5FL. 
OxflBEDBIOMH, 

OxOB 7BDSC3BL, 
0x03B6£20C.L, 



OxOlfclWAJEL 
0x0aO0aEJ7"u 
OX1E01F26S1., 
fcOtt>CJ67)L. 
OxlODA7A5AL, 
Oxl7B?Bfc43L. 
0x38»Sat'«L, 
0x3FS506DDJU 



OxODIBBeTJ-'lL, 
0x»DXiil»2Bi>Ai.. 
C*0Df«J£K.\U, 
OxCCBtsl B3SCL. 
iJxtlTOtCTTJSl, 
OxOCSBAJBBEL 

OxOC20 7FFA7L. ihiOBJDOCHlL. 0x2CS«>S)»L. 



Ox.l]6t8l-l:(L, 
Ox2SfrPD2A0L. 
0x2202 16B9L. 
0x2BB.1JA92L, 



<h(»B(><JC2Bi)t, 

Ofi!?C0906A9L. 

ttx«HF4A82U 

fls92D2;S£?B)L. 

C.va6D3D2LWL, 

OxXlBKISCDI, 

0s88OS3AEa. 

Dx?F()59CFFL, 

IfeOAOfiAj^TSIU 

Ox0A7O?J<k5)L, 

OxOAED 16A4AL, 

Ox0A9BCAl=5.H., 

i>x«U>Bi« ; 2HX, 



OsOKf-WR^AL. 

0>:<JEBOf:363R. 

OkOE2B87Al<!L, 

OxObJltfBBHH, 

0xttflD4E242L. 

0x!iFAB92<S5BL, 

f)xOFFOfOA70L. 

OxOF8f)2A£<>9L, 

<)xOI)7iM)U2FF.I., 

0xi)D0W)«F7L, 

OxGlWDCSADCL, 

<»xODEBBSCC5L. 

<fcri>CABAC2SAI, 

OxOCD£!70t>!)3L. 

0XOC4614ABSL, 

<uco30C8eaii.. 



0X7BBI2BAEL. 

»x7UX:Jd-B7t 

O.X6SDDD3F8L. 
9X6FB077EIL. 
<teMI)6JBCAX. 
OxOi6BFFD3L, 
(MFfl4S3541, 
fa496M74£>L, 

0x4od?'jb6<;l. 

Ox47B2CF7FL. 
OtfJBJMJOJU 
0.s54tjE5729L. 
0x5D6S!BO2L, 
OxSAiiSl3r)Hj„ 



0x0DDOD7CC9L, 
OxOCWCJiNMU 
teOCE6!E41>FL, 
CX0C7D7ASB4L. 
OxGCOBAfiCADL. 

0x7<1BU>29AL, 

0X7JDCJ683L, 

flx7AM5AASL, 

0X7DO79EBIL. 

0X69O6C2FEL, 

llxfeEe>B0f»f.7I., 

Ox6?f>t)4ACCL. 

■DX60B08ED5L. 

<MFDFF2S2U 

('X4XB2364BL, 

OxSlO'STA^L, 

0x4f-rf>9BE7*?U 

0xS2686»6L. 

0xS505262fU 

0x5f.'BJ6ACl4L, 

Cx5BDEAE!t)L. 

IbrffitfilVWOAl, 
0x050057 !3L. 
QH0CB61B38L, 

Cx)POa836£l, 
0XISB74777U 
O»l!0](tt»C£. 
0xl6&CCFa5L, 
&X3W3B3C21, 
Ox3E6E77JDBL, 
0x37D83BFOL. 
0x30B5FFF.9L, 

Ox23D%7BFL, 
0x2A6F2B94L, 
9x2W»ZEl-TOL 



IJINT32 CnOHJcBlocMUiN'i lf hi'ik, UIN'C32 10f(w(, UINTK iUneih, IONT32 iSeed) 

// calcufcie CRC on file block wilh seed giVM 

/V use fM-tl-'FFHTJ. for inilbt seed 

// returns 0 on aiccres, returns !Seed on <aror 
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UENT52 lRcTTrtinLer!^!!! 
UlNT!6utH«kSiZCt 
LUNTJSBauranfl; 
UINTJ2 K."RO; 
UNTIOi. index: 

lCRO)3«d; 



IWvOJT-lOrfcei. 



for (1=0: KuBIocScSizk; t 

indei - ( LUN H 6)( iCKC ' N liii fltf [i]) & {VINT i M(>s*K>«l©FFU 



IS«u»ceO)r+= uBteckSnw, 
ir'ilRo>U!nUnslh * u£!lockSi:-e> 

.iBlockfe =- fUJNT 1 6>IR*H»mLtnijlh; 



I HNTJ2 CRCBtocWcfcK* bm'fcr. UJNTJ 6 nlxngil:. UINT3/ «Secd) 

,7 ctkahit CRC on file block wife s*sd J»«J> 
//i>sc OsJFFFFFff'KL f»r initial seed 

// itWM, «n 5UM*i». filarni IS«d on «<oi <\gm;tcf «*©«) 



*> *) & JTF.FFI -> " CRCTaWeMtxJ: 
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•5tSlt4i tri s ~e£.&o iilUi n i^s CRC-32 &fHrf& 

t!6-C**o *0imKM$iifcffl!ll£&K. ^*.ft*#«>, 

3*ifcH«*>C R C *«tt»-r* * J: ? K U rAuthent id 

[0 0 5 3] 

7 - L » x 7 - *> £ £ £ £ £&*» 

[0 0 5 4] 

~*rr~ ? <omffii~fti&* &fc&<D%,fe-$:%-r&<, *h^«odo c star 77 

4 JHfafc v * 7, f A gjlftMfttiU a*l^T IFF (Tagge 

d Image Fl 1«) iiCJPEG (Joint Pliotograp 
li i c Experts Group) 7yf *7* v 
) «R14*J:0 £ *9-H«©ft*«A:«>K*ft-€'*Heffl1-4« TIFFiSi^J 



•53) 1**200a-538536 
lift 7 7 -f ^<D^^bT^^T-&c £SK«fi¥# ft* 

-ft i: ? its f - ? ia -7-4 y 7 ? ^ JHi* cU^s 7 

[0 0 5 5] 

BEflO T I F F 7 * - "7 y J- it , W&r- ¥ fr, JGESiS « ft £7??ir?\ ffiffl g ft 
fcE»*Ss, -fr-fX, *W MK Bft***H«Uo^T«>1t» 

[0 0 5 6] 

#H K £ ftfc 65 TIFF77-f*7i-v-yK if 6D *> 

} Kttffl* ft* **5&fcL T IFF»tefr#i*l.'t^*««L Ad Ob 
e Corporate n«\ ^^^T I F F M* ft T7*V ~> 

a >- SrH^-f* ±%i<?>Tz*>Wh * $2*.$ m»I*t*it Ado 

fctxtf, A-C&4B itWise Designs, Inc. •. 

6#3W»*'T*** p »*'*ta^ i)*>MsT&ftT*3>9, ^^yy^Htt*; 
, 6#3& 4 3r*'t4-^^^f'i-Sl t JaT^ft& 0 A^ottffl* 1 , 
x 9 Af- * :/g ? * <oi§Slt HHSfcT*. T I F FttHMiU 7"d 9 
»-c isJco^-*^ yftiKJ&^^^ijSinii^fJo -ft 

4o 

[0 0 5 7] 

T I FFH&77-f JH:*wT, ftT^T IFFHfl^tfftJflSft*. 
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T a g# Use 
lODh Document Name 
lOEh image Description 
132h Date Time 

924* BiWise DocSTAR Custom Tag 1 

custom data block contains proprietary information including: 
Image CRC 
Authentidate CRC 

[0 0 5 8] 

m$KBl£t><Oli, T I FFI§7?^ CRCott*Sr^1-«* 
W4*ftlB'?*>*„ TIFF BflU 7 r i ^JfloBfliC R C 3t^<» 3 2 

tr y Nov- t fc, 3t^« * OT* n y * * C R C - 3 2 «> 

ftg£W£1-&o Ktftf- 1 KfgfeSft* (Afr/5 0 0) , tOA' 

IFF771* *fiD7*-^y K-eiMtLs CRC-3 2 I FD^>" M)** 

C-3 2 Kfc LT^cU UfyT'S 1 0) ttU T-iTfiO I FD^ 
> r- y t»B1-* i T" (7. t- v 7" 5 0 6 ) ff 
[0 0 5 9] 

ft* {X+y-fS 0 8) , 

T a g # Description 

0x0 lOd TIFF T A G_D 0 C UMEN T NAME 
0 x 0 1 0 e T I FFTAG_IMAGEDESCR I PT I ON 
0x0 132 T I FFTAG_D ATE TIME 

0x9244 T I FFTAG_D0C STARTAG 1 

[0 0 6 03 

7r4 )l<D-r^X<D IFDxyPj frfeS Lfcffc ( ^ -r 7 / 5 0 6 ) , 

i±au) j&'ftffiSftT, tt*iUT±C3feCRC«, -*^oie 



.35). #*2002-538&36 

^^fiCRC" fc**** 12) o 3Efc*itfca*CRC* 

C R C ' UU H« 7 r JV(c*« S *i« Uf?/5 14) o 
[0 0 6 1] 

H6U*Lfc"{>OIi, T I FFH*7T-f ^fflOBfJ-CRC^ttWt^W* 
WfcflEatBTf'**,, TIFF ®ff 7 t -f JWflOBtf C R C ®tt*4*t 3r5-«> 3 2 
fcf •? b <D v - KttfcfcJfl IT, m**9>r- Z<n-7u-y>; izjstf Z, C R C - 3 2 * 

5g-f2> (Af-^6 0 0) c f-VtK 0x013 2 T I FFTAG_ 

D A T E T I ME ¥ VlflWQih (Xf v 76 0 2 ) <> DATETIME^^ 
ht\ a*JR*i**ofc»'fr (*r ? 76 0 4) , i?~J&*sg3*i (*f 
77*6 0 5) , CRC-3 2HU DATETIMB^/ftU 

£4*ifcf~$'Kot,*TSt*3;Ji* 7/6 0 6) • IS^iiLT^C 
RCU, CRC K> J: oTfcfc* it 0 , 1 

flt7 7-f>H*3Klfttt&;lU> (7^-^76 10), 
[0 0 6 2] 

Joint Photographic Experts G r o u p*> s s R 
i607*^7ftllftL, J PEGfeiCJ P G77-f*7*-?7 N (B*i 
LTJFIF-JPEG77^ JPH«7 * -^i 4>^^*i-&) <ofci&«>»ft 
fctfttf t t v> * o i«7*- ^ ? Y uu fflfltofeitt is i & jI<»£ » k B£ 

[0 0 6 3] 

ttfe*itw*J:1K» JPG77-f^a, 

fcttMg-efcv^ :n<5«7-A!^ TAPPxJ b&%$ti* ife«U xlio 
[0 0 6 4] 



<j6) 41*2002-538536 

tS-jtn * ji* fc § i:llt*, £*>*&#H"eii> TA P P 8 J ^--fiiiK 

Authent idat e 
aft C EC 
fit^CRC 
[0 0 6 5] 

H! 7 L Ji, J PEGii^77^ JHEeoHft C R C^ft^fc^Ttf))^ 
tt**itlB'C**o JPEG Iff 7 r i )V-m<oC R C 0>tt*#, 3r*© 32fy 
f-6D->- Kffifc&JSLT, 3r#0"r-?£>7*D y ?Ki3tf&CRC - 3 2&tm 

9 7* 7 0 0 ) c Hff 7 7 i JUT- *#*E*liat*ft & it, A P P 8 (O&i^&Se 
Sft, UEAWfcft* (Af-y/7 0 2) o APP8^-^ i S'0!5''%f, K&W 
6*1*5: jfr'ofc^a' (Xr-y77 0 4) > -x?-# s jESft& (^^^7*7 0 5) » 
CRC-3 2#> 7 7'f^^i3't&i"'<TOf-^UC>^*t % 7 7 4 kVfMtWfr 

6) o £<Oltg<0S£» s ->~ Yt tTttffl 5tLT, A P P 8 7 
7 4 b<Dft *) K&^X C R C - 3 2#Itg $ (Af^798)o^i t 
T£tfcCRCtf, CRC U**«)SHfttt#i; 

? 7° 7 1 2 ) <, 

[0 0 6 6] 

|^8KjjsLfc4>«>ii, J PEGif77-f JWB^BftCRC^ttlMrOTrt* 
&j$:«ftia^&&o JPEG lift 7 r -f JV^oC R C OW"^, 3r#<Z> 
hco->*- K*frftfflLT, j^<*>f*~?<0 7*D-j»^Ki3tt&CRC - 3 2*tH* 
t* Z t * *~ *■ > fcP&T-oo Mv- K**«H«C R C«fci*£*ft 
« Uf-;/8 0 0) o 7 r 4 floWRfcUflt** 6 ft, A P P S <*>fcS#&fe S 
it, SJ AIR ft * (Afyy8 0 2) o APP8V-* 6 f\ W 6 



(2?) #^2002-538536 

ft4j&»o!fc*& (7,ry/8 0 4) „ x^-sMESit* (7^7/8 0 5) » C 
RC-3 2» s , APP 8 f - ^f.J* ^ii; / o -y ? rt©^f^ ^ t^Jt:^ 
v»Ttt*$*i* Uf- v~f% 0 6) o tt*fcLT4CfcCRCtt» CRC' K# 
J:*"*:*** it* Uf^/80 8) o «**iifcBitCRC 
U\ B*7T-f (XT'?-?* 1 0) o 
[0 0 8 7] 

H^cODocSTAR 13 ^Tfcfe $ *i- & o L * I , ^ *4 

[0 0 6 8] 

*9MB*Ull^ $ it, atfc&Jfi^&KfcJt&^^JBfcW'? £ fr-ft** 
*«li**JI IT, - 1 WIS, 

[0 0 6 9] 

6® 3**R J: oT#|^* S&tafS* 

*tfcv\, 

[0 0 7 0] 

t «^x^ $ it* ^i-e*i>;i **fcis s *i 
[ms^M^M 
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[HI] 

*f&IH«>D 0 c S T A R ^ -> a f A ^St^f if ^ S 5 
• 'tB 2] 

[(B3] 

*H^«-^aHgSlU^^4 7 r-Ol'S Ji^— * > ^ * *ifcH«<9C R C 
[H43 
[0 5] 

*«fl«>-*MHg|lt*3j»* !• Iff «0B« C R C ®tt#* 

[IB 6] 

JMSiU^-gS^lt:*^* T!FF7*-7^ BfR<® BffrC R C «>fj-** 
[1371 

*ISW«>-5fe*®ftti^^* JPEG7.*-77h iff <0S-ft C R C ©fl-W* 
[US] 

*m<o-%mm-frfr& j p e g ? * - -» v a«© a ft c r c 
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Tii&CRC£!tS-r£ 



crutocrc'S*?* 
&m cRcic-en-en 
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7^5 K'J <LFD> 
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600 



Hfl&CRC© 

crc-32-v- vmv 



DATETlME#<y*SI*»* 




CRCiSSfc 

si- 
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ffiSC^ - * > ^ $ ft f -V ^77 < fr* f&HT & #S t 

£lt £ C t i i" * r i>* ^*7r-f * EM ^-y>mrA 0 

[MM 2 ] aris»*fc a <k traw&Sii. o- * *«>-fc* *t ^ n ^ ^ t?* 

[MM 3 J MEBf***tfl*IIM6*&JR1'4*KfcU »B?Cfc3- KT^cf «J X 
A * Hfr t * t tt%> MM 1 K »*CD /XfA, 

[MM 41 tffEBiMS**kJ*; a- F7*^9XA^rfrt 
* i t t ? « MM l K IEE« vxf^ 

IMM5] MB H tlBv-^r^/tJ 

#ft 1 1" * M * SI 1 K VAfA, 

[MM 6 J »BHft/NflW:4:SSlfti**¥Rtt. B^tt*****?-*-*^** 
IK fc -T & MM 5 KBSto -> x tA, 

[MM 7 J MEB«te*S*+4*R* 3 MB^-*> ^**¥SH: 

, Buiefv^^7T^;vi^ »SB«».$ftfcEi«1lt4:v-4v^1-&i4:* i l*at1-*M 
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[«*«8] AEM«**Sft+**R**> »$tt£tfc**fri-* £ * 
SU A 0 

ftft*j£ l Uie^v- xrA^ 

1 13 Af2? V A' iis 7*V ^**3«93J**>^7r-f & 

"TiftSE 1 fc3E««>->*7*A«> 

[ffi*JS 15 3 f -7 * n> 7 7 -f *• k , 

Aia bu&x troisn*«*f>*tB § ft* s #/»w* , 

AlEf v * * 7 7 -f JUfrfctftb SftfcHAAi: * 

AiaSftSitTOWAW, ABBf*/*WA, *5*tfAEB*A*' I ?-*>*'3ftfc* 
•7- * 7 9 3 ftfcfv 9*774 * t 

<r t «m fci"* Si 1 5 cn««f ^n, 

a $ ft* r * s-ffifst T&it*ii 1 5 c^^fio 

[A*«i si mmimn, &p%£3- vT*Jv£~K£oxwzti&z 

[i«i9] sEifesnjtQ^/^r^*?^^*, airie-7-*>^ft,t7 7 

[A*5 2 0 3 £** ft* AAA* 3 flilfe^- * v itrz 7 r 4 JWi 

v Aias»*ft£B«A*^-*>^Mt*cfc 1 skb^v^t 

A, 

[itl2i] irie fi? 9 * 7 r 4 *it % s-ft 7 7 *-e<fe ft i t tfi 1 1- * A 
« 1 5 ce*^ -> 

[ A£$ 2 2 ] AIB fv * 7 7 -f jv it, T*x\>7 7 4 jut* *;H«iy 

t A*£ 2 3 3 Affifv 9*774 rui, TV**** ?frh<D7 7 4 ^"C** £ 
i*««it*»*«i SPBt^xr a. 

[ A^t^ 2 4 3 Ale fv 9*774 * a, ese ntt 7*<>'W x & © i & £ 
£if#fU-rsii$3U 5!:*y^7A 0 

[A*#2 5] Btri2TV^^7 7^;Vf±, 3H'a-n7' l H-i's>W!)fe 
$ ft 7 7 -f ^'t^ ft £ k 1 1" * A££ 1 5 UIE ft 0 v xfAc 

( A$£ 2 6 3 TV 9*7 7 4 *tWt^ T v 7 fc „ 
n - * )V V - 7. * €> <o»*4 0 ft £ J: <m n %% frh B « is «t C«t Mft#*4tttT * x 

7V7i, 

flu IE 0 ft * <£ W«3»* %#IU 3 ft 0 tt/B#W A 4r ft XT? -ft* 

mtTV9*7 7 4 *fr t> $ ft A a AA * ^ t 5f 7* i , 

ASEf >7*7W jut, flr»H#*J:wm)MI, AIEB#/ft«A, ^Ji^flufEm 



